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Introduction

| am going to say it right up front: | am biased. | think the NIST Cybersecurity Framework (NIST CSF) is quite
simply the best framework for improving cybersecurity maturity. In my many years of cybersecurity, | have
worked with nearly all of the frameworks and regulations. If you are interested in wholistically improving your
cybersecurity program, the NIST CSF is the way to do it.

While initially targeted at critical infrastructure, the NIST CSF quickly found its place into all business sectors.
The NIST CSF appears to be daunting at first glance. However, this white paper will demonstrate how business
of all sizes can implement the NIST CSF with very little effort.

Before we can talk aboutimplementing the NIST CSF, we need to understand what itis. Here is a brief description
of its purpose from the NIST website:

“Recognizing the national and economic security of the United States depends on the reliable function of critical
infrastructure, the President issued Executive Order (EQ) 13636, Improving Critical Infrastructure Cybersecurity, in
February 2013. The Order directed NIST to work with stakeholders to develop a voluntary framework - based on
existing standards, guidelines, vendor practices - for reducing cyber risks to critical infrastructure. The Cybersecurity
Enhancement Act of 2014 reinforced NIST's EO 13636 role.”

NIST is ideally suited for the task of developing this framework since one of its primary objectives is developing
standards and frameworks like this.

Benefits of the NIST CSF

People often ask me why they should use the NIST CSF. “There are so many frameworks to choose from; why
would | choose this one?" And the answer is quite simple: Almost every other framework uses a binary meas-
urement, and they are all about compliance. A binary measurement basically asks, “Are we compliant with
this activity or not?" And that is simply not good enough in today's cybersecurity environment. Cybersecurity
programs need to have a strategy and a maturity model that goes beyond checkbox programs. And | believe
the NIST CSF does just that.

Moreover, NIST CSF offers the following unique benefits not found in other frameworks:

= Customizable - The NIST CSF can be completely customized however you want; no other framework
allows for such flexibility.

= Easily understandable - The language was written to be easily understood by everyone, not just
auditors.

= Risk-based - As part of your customization, you get to decide where the priorities should be, and not
all of the controls have equal weighting. We will go into more detail on this later.


https://www.nist.gov/cyberframework/background-framework-improving-critical-infrastructure-cybersecurity#:~:text=Recognizing%20the%20national%20and%20economic,Infrastructure%20Cybersecurity%2C%20in%20February%202013.&text=The%20Cybersecurity%20Enhancement%20Act%20of%202014%20reinforced%20NIST's%20EO%2013636%20role.
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NIST CSF Components

The NIST CSF is made up of 3 major components: core, tiers and profiles, as shown in Figure 1.
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The bulk of the NIST CSF is known as the core. The
core is also probably the most recognizable portion.

As noted earlier, the core is meant to be written (/Oﬂ‘(’} /05/[//\/
in common and accessible language. The core of & “r
the framework is most often recognized by its five

functions as shown in Figure 2. These functions are

groupings of activities or outcomes. FRAMEWORK

Each function is divided into 23 categories. For
example, under the identify function, there are
categories like asset management, business
environment, governance, risk assessment, risk
management strategy and supply chain risk
management. These 23 categories are further
subdivided into 108 sub-categories.
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This sounds daunting at first, but it is not as bad as it sounds. If we look at the graphic in Figure 3, we can see
that the functions and categories fit together into easy-to-understand areas:

= [Identify is all about assets, strategy and risk management.

= Protect is focused on identity management, awareness, and protective technology.

= Detect is all about how you will detect when something bad is happening in your environment.

= Respond covers the “how” of responding to events, incidents and breaches.

= Recover deals with cleaning up after an incident and improvement and communication processes.

Function Category ID
Asset Management ID.AM
Business Environment ID.BE
IDENTIEY G'overnance ID.GV
Risk Assessment ID.RA
Risk Management Strategy ID.RM
Supply Chain Risk Management ID.SC
Identity Management and Access Control PR.AC
Awareness and Training PR.AT
Data Security PR.DS
PROTECT - -
Information Protection Processes and Procedures PR.IP
Maintenance PR.MA
Protective Technology PR.PT
Anomalies and Events DE.AE
DETECT Security Continuous Monitoring DE.CM
Detection Processes DE.DP

Figure 3
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To see how the NIST CSF can be easily understood and customized, let's take a deeper dive into one specific
category of the NIST CSF, the asset management category under the Identify function. According to NIST,
the Identify function “assists in developing an organization understanding of managing risks to systems, people,
data and capabilities.” Now is a good time to mention that the framework focuses on outcomes. The outcome
measurements in the Identify area are as follows:

= [dentify physical and software assets (asset management program)
= [dentify policies for governance
= (Create a risk management strategy.

The first category in the /dentify function is asset management (ID.AM) as shown in Figure 4, which is taken
from the downloadable spreadsheet on the NIST CSF website. As you can see, the desired outcome of asset
management is: “The data, personnel, devices, systems, and facilities that enable the organization to achieve business
purposes are identified and managed consistent with the relative importance to organizational objectives and the
organization’s risk strategy.” That is a mouthful, but it explains what NIST thinks is important about that category.
You might think of this as, “Do we have an asset management program that assigns relative risks to assets?’

Please keep in mind that a core principle of NIST CSF is you can fully customize it to your organization’s needs.
If you want to change the outcome, feel free. | may repeat myself several times on this, but you can — and
should — make the NIST CSF your own.

-
- CISCSC
* CORIT S BAIDS,01, BAIDD O
IDAM-1: Physical devices and sysiems within the |- 154 62443-2-1:2009 4.2.3.4
organization are inventoried - ISAS24433-3:2013 SR 08
. ISOMEC 27001:2013 AR1.1, AB.12
OUtCOFI"Ie OUtcome - NIST SPH00-53 Rev. 4 M-8, FM-5
©CIscsce
- CORITS RAIGS.0L, BAIOS 02, RAIOS0S
- ISA24432-1:2009 4234
Asset Management (ID.AM): . ki
f i ISOVTEC 27001 2 AELLABI2,AI25]
The data, personnel, chICES, © NIST SPH0O-53 Rev.d CM-3, PM-5
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. . . . L NIST SP 800-53 Rev. 4 AC-20, SA-9
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Figure 4


https://www.nist.gov/document/2018-04-16frameworkv11core1xlsx
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The first subcategory, ID-AM-1, gives you the desired outcome: Physical devices and systems within the organization
are inventoried. Notice that this description holds true to the principle of common and accessible language.
Physical device inventory is easy to understand, and later we will talk about measuring how well you do inventory.
Remember, this is not a binary measurement system. We want to know how mature we are in this area.

The last column in the spreadsheet, as shown in Figure 4, is Informative References. This can be confusing to
first-time users of the NIST CSF: Why does the NIST CSF reference other frameworks like COBIT? The answer is
simple: The NIST CSF is focused on outcomes, and the Informative Reference column lists standards, guidelines
and practices that provide methods for achieving those outcomes.

Tiers

As noted earlier, a key difference between the NIST CSF and other frameworks is that instead of offering binary
measurements (e.g., Do we have an inventory, yes or no?), the NIST CSF wants to help us have a more mature
program by assessing the maturity of each control. Tiers describe the degree to which an organization’s
cybersecurity risk management practices exhibit the characteristics defined in the framework.

As shown in Figure 5, the tiers range from Partial (Tier 1) to Adaptive (Tier 4). They describe an increasing degree
of rigor — specifically, how well cybersecurity risk decisions are integrated into broader risk decisions, and the
degree to which the organization shares and receives cybersecurity info from external parties. Frankly, the tiers
are more complex than they need to be, which leaves room for you to make them less complicated.

Mol

TIER 1 TIER 2 TIER 3

(Partial) (Risk Informed) (Repeatable)

RISK MANAGEMENT PROCESS

INTEGRATED RISK MANAGEMENT PROGRAM

EXTERNAL PARTICIPATION

Figure 5
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NIST is clear that the tiers are not meant to necessarily represent maturity levels, but most originations treat them
as a maturity scale. According to the NIST CSF website: “Organizations should determine the desired Tier, ensuring
that the selected level meets organizational goals, reduces cybersecurity risk to levels acceptable to the organization, and
is feasible to implement, fiscally and otherwise.”

Let's review the descriptions of each of the tiers based on the NIST CSF publication. We will highlight the key
details for each.

Tier 1 - Partial

= Risk Management Processes: Cybersecurity risk management is typically performed in an ad hoc
or reactive manner. Furthermore, cybersecurity activities are typically performed with little to no
prioritization based on the degree of risk that those activities address.

= IntegratedRisk ManagementProgram: Thelack of processes associatedwith cyber riskmanagement
makes the communication and management of that risk difficult for these organizations. As a result,
the organization works with cybersecurity risk management on a case-by-case basis because of the
lack of consistent information.

= External Participation: These organizations lack a greater understanding of their role in the greater
business ecosystem — its position in the supply chain, dependents, and dependencies. Without an
understanding of where it sits in the ecosystem, a Tier 1 organization does not share information
with third parties effectively (if at all) and is generally unaware of the supply chain risks that it
accepts and passes on to other members of the ecosystem.

Tier 2 - Risk Informed

= Risk Management Processes: Risk management practices, while approved by management,
are typically not established as organizational-wide policies at Tier 2 organizations. While risk
management practices are not standard, they do directly inform the prioritization of cybersecurity
activities alongside organizational risk objectives, the threat environment, and business requirements.

= Integrated Risk Management Program: The awareness of cybersecurity risk exists at the
organizational level, but it is not standardized organization-wide, and the information around
cybersecurity is only shared informally. While some consideration for cybersecurity exists in
organizational objectives, it is not standard. A cyber risk assessment may occur, but it is not standard
and periodically repeated.


https://www.nist.gov/cyberframework/online-learning/components-framework
https://nvlpubs.nist.gov/nistpubs/CSWP/NIST.CSWP.04162018.pdf
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= External Participation: Tier 2 organizations understand either their role in the ecosystem in terms
of dependencies or dependents, but not both. Organizations like this typically receive information
but do not share it out, and while they’re aware of the risk associated with their supply chain, they
do not typically act on it.

Tier 3 - Repeatable

= Risk Management Processes: Tier 3 organizations have formally approved risk management
practices and are expressed as policy. These practices are regularly updated based on changes in
business requirements and changing threat landscape.

= Integrated Risk Management Program: In this tier, there is an organization-wide approach to
managing cybersecurity risk. Risk-informed policies, processes, and procedures are defined and
implemented and reviewed. There are methods in place to consistently respond effectively to changes
in risk, and personnel possess the knowledge and skills to perform their roles. Senior cybersecurity
and business-side executives communicate regularly regarding cybersecurity risk.

= External Participation: Tier 3 organizations understand their role in the ecosystems and contribute
to the broader understanding of risks. They collaborate with other entities regularly. These
organizations are aware of the risks associated with their supply chains and act formally on those
risks, including implementing written agreements to communicate baseline requirements, governance
structures, and policy implementation and monitoring.

Tier 4 - Adaptive

= Risk Management Processes: These organizations adapt their cybersecurity practices based on
previous and current cybersecurity activities, including lessons learned and predictive factors. They
implement a process of continuous improvement - including incorporating advanced cybersecurity
technologies and practices, actively adapting to a changing threat and technology landscape.

» Integrated Risk Management Program: Building on Tier 3, Tier 4 organizations clearly understand
the link between organizational objectives and cybersecurity risk. Senior executives monitor
cybersecurity risk in the same context as financial risk and other organizational risks. These
organizations base budgeting decisions on an understanding of the current and potential risk
environment. Cybersecurity risk is integrated into the organizational culture and evolves from an
awareness of previous activities and continuous awareness.

10
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= External Participation: Integrating itself further into the ecosystem beyond Tier 3, Tier 4
organizations receive, generate, and contribute to the understanding of the ecosystem around risk.
Further integration of sharing information to internal and external stakeholders, the organization
uses real-time information to understand and regularly act on supply chain risks. They also have
a formalized process integrated into their documentation with their dependencies and dependents.

Tier Summary

As you can see, we can take the complexity out of the tiers by simply taking the key sections as shown below:

Risk Management

Integrated Risk

External Participation

Processes Management Program
Informal or nonexistent . .
. . Does not share with third
Tier 1 Ad Hoc policies, processes and )
parties
procedures
Partial implementation of
. ) policies, processes and Consumes data from third
Tier 2 Risk Informed . .
procedures (not organi- parties
zation-wide)
Formal company-wide
Tier 3 Repeatable policies, processes and Shares with third parties
procedures
Activities inform and
improve policies, Actively involved with
Tier 4 Adaptive process and procedures; sharing data with third

Profiles

culture of continuous
improvement

parties

Organizations should not strive to be at Tier 4 in all areas. Instead, each one determines the risk it is willing to
tolerate. And that is where profiles come into play. Profiles will help you determine which areas of the CSF to focus

on.

11
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Specifically, profiles help organizations prioritize functions, categories and subcategories. Figure 6 shows an
example provided on the NIST website of one way to create a profile. The subcategory is 1 - ID-AM-1: Physical
devices and systems within the organization are inventoried. The example shows this as a moderate priority to the
organization. They have very few gaps, so physical asset management would be easy to implement. The budget,
however, would be large, as indicated by the multiple dollar signs — perhaps asset management software is
expensive. They anticipate that they will not undertake this activity until Year 2 of the assessment period.

o e Priori G Bt Activities Activities
ubcate; riori aps udge

ooty R4 P @ (Year 1) (Year 2)

2 High Large sS X

3 Moderate Medium $ X

98 Moderate None ss Reassess
| T J

Target Profile

Figure 6

| like to add two columns to profiles: the current tier and the target tier. This information can be used to help
shape what areas to focus on. For instance, if the gap is just too large and the financial lift is too much, maybe
it will not be a priority for the organization. Do not spend too much time on profiles and get stuck in analysis
paralysis. They are just meant to help you prioritize and plan.

Resource Requirements

You may be wondering at this point how you are ever going to get this done, and how many resources are going
to be required to reach your tier targets. And | wish there were a simple answer for that. Profiles can help you
estimate how far away you are, but a task like capturing the device inventory will naturally be more resource-
intensive for an organization with a 100k devices than for one with 200 devices. | can tell you that conducting a
NIST CSF assessment does not have to be complicated or even that time-consuming. However, moving from Tier
2 to Tier 3 will require some support and may not be easy. The only way to mature your program is to invest the
time in the areas that are a priority in your target profile.

12
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Simple Steps to Success

Let's put all of what we have learned into action. Download the NIST CSF spreadsheet. It is set up as a “pick list,”
which is really easy to use. If you need help, just do a web search on “how to make drop-down list in Excel” to find
four simple steps that will make the data entry go much faster.

Insert two columns called tier and priority, as shown in Figure 7. For each of the 108 subcategories, fill in a value
for each of those new columns. Just make your best guess for a first pass. The real work is not conducting a CSF
assessment; it's maturing the areas that are not at your target levels.

) ) = g CISCsC1

COBIT 5 BAIGW.O
T AM-1: Physical devices and systems within the © ISA62443-2-1:200
il :; i ¥ 3 - Repeatable Medium YRR
TSOTEC 27001 :2(
NIST SP R0-53 R
CISCSC2

COBIT 5 BAIIM.O
T AM-2: Software platforms and applications < ISA62443-2-1:200
within the mganimtil:m are invnnl.oril::fl e Reentable Low IS4 62443-3-3:200
ISO/IEC 27001:2(
NIST SP R00-53 R

CISCRC 12
Asset Management (1D.AM): The data, personnel, o o 3 CORIT & DSS05.0
devices, systems, end facilitics that enoble the | IDWAM-3: Organizational communication and data 4 - Adapative Medium 5 1SA 62443-2-1:200
organization 10 achieve busingss purposes are | Tlows are mapped RATEE Stai ]

identified and managed consistent with their relative g

importance to organizational objectives and the NIST SP 800-53 R

organization’s risk strategy. " CISCSC 12
IDLAM-4: External information systems are B Rk Taforad T + COBIT 5 APODLL
catulogued - ISOVIEC 27001:2(0
NIST 5P 800-53 R

CISCSC 13, 14

Figure 7

Summary

The NIST CSF is made up of core, tiers and profiles. The core is the bulk of the NIST CSF and is made up of five
categories and 108 sub-categories. Tiers help you measure maturity, and profiles help you set priorities. You do
not have to make it any more complicated than that. And remember, you can and should make it your own.

Keep this last graphic in mind when you undertake your NIST CSF journey.

13
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1. Start simple: Just download the spread sheet and give it a shot.

2. Don't make it overly complicated: If it feels like it's getting hard, you are making it too complex.
3. Make the CSF your own: If you don't like something, change it. They tell you to!

4. It's a journey: It may take some time but that does not mean it has to be hard!

-
_._
- . _——
START SIMPLE DON'T MAKE IT MAKE THE CSF REMEMBER IT'S A
OVERLY YOUR OWN JOURNEY, NOTA
COMPLICATED DESTINATION

Figure 8

How the Netwrix Data Security Platform can help you
implement the NIST CSF

Netwrix functionality helps organizations adopt many NIST CSF recommendations with less effort. In
particular, you can:

= Identify both data and infrastructure security gaps, and prioritize mitigating the ones that put you at
greatest risk.

= Protect your sensitive data by reducing your attack surface and minimizing the risk of a breach.

= Detect data threats faster by staying on top of improper changes and anomalous activity.

= Respond to incidents faster by getting valuable context during the investigation and by automating
response to anticipated threats.

= Recover from security incidents more efficiently and learn from past incidents.

Download free 20-day trial

Discover more useful information on this topic:

Webinar - Practical Tips for Implementing the NIST Cybersecurity Framework

Feature Mapping - NIST CSF Controls and Netwrix Functionality Mapping

Blogpost - What Is the NIST Cybersecurity Framework?
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