Cybersecurity Online Resources

o CISA
O CISA Tabletop Exercise Packages | CISA
O Monitoring and hardening systems
0 Cross-sector Cybersecurity Performance Goals (CPGs)
O With NSA — Identity and Access Management Guide Best Practices for Administrators

o FBI
e Health and Human Services
0 Health and Human Services 405(d)
= Knowledge On Demand
= Health Care and Public Health Sector Cybersecurity Framework Implementation Guide
= Health Industry Cybersecurity Practices (HICP): Managing Threats and Protecting Patients
e Guide
e Information

e Presentation
e HICP Main
e Technical Volume 1: Cybersecurity Practices for Small Health Care Organizations
e Technical Volume 2: Cybersecurity Practices for Medium and Large Health Care
Organizations
e Resources and Templates
0 HHS’ Healthcare and Public Health (HPH) Gateway

= This website includes voluntary HPH Cybersecurity Performance Goals (CPGs) to help healthcare

organizations prioritize implementation of high-impact cybersecurity practices.
0 Health Sector Cybersecurity Coordination Center (HC3)
e National Cyber Security Centre
0 Guidelines for Secure Al System Development
= These guidelines were developed by the Australian Cyber Security Centre (ACSC), in
collaboration with CISA, the FBI, the NSA, and several other countries.

e Mobile Device Security Checklist
e NIST National Cybersecurity Center of Excellence
0 Securing Telehealth and RPM
e HHS Guidance: HIPAA Security Rule Crosswalk to NIST Cybersecurity Framework

e Krebs on Security
e Password Haystack by Steve Gibson of GRC Labs
0 Afree tool to determine how easily it would be to crack a password if subjected to brute force. It

provides data on three possible cracking speeds. It does not store passwords, which was independently

verified by several cybersecurity experts.
e Coursera — Cybersecurity in Healthcare
e Cybersecurity for Small Businesses
e  Cybersecurity for the Clinician (SCORM training videos)



https://www.cisa.gov/
https://www.cisa.gov/resources-tools/services/cisa-tabletop-exercise-packages
https://www.cisa.gov/news-events/cybersecurity-advisories/aa23-059a
https://www.cisa.gov/sites/default/files/2023-03/CISA_CPG_REPORT_v1.0.1_FINAL.pdf
https://media.defense.gov/2023/Mar/21/2003183448/-1/-1/0/ESF%20IDENTITY%20AND%20ACCESS%20MANAGEMENT%20RECOMMENDED%20BEST%20PRACTICES%20FOR%20ADMINISTRATORS%20PP-23-0248_508C.PDF
https://www.fbi.gov/investigate/cyber
https://405d.hhs.gov/
https://405d.hhs.gov/knowledgeondemand
https://aspr.hhs.gov/cip/hph-cybersecurity-framework-implementation-guide/Documents/HPH-Sector-CSF-Implementation-Guide-508.pdf
https://405d.hhs.gov/Documents/HICP-Main-508.pdf
https://405d.hhs.gov/information
https://www.nist.gov/system/files/documents/2019/10/16/1-4-hicp-405d-chua-decker-heesters.pdf
https://healthsectorcouncil.org/wp-%20content/uploads/2018/12/HICP-Main-508.pdf
https://healthsectorcouncil.org/wp-content/uploads/2018/12/tech-vol1-508.pdf
https://healthsectorcouncil.org/wp-content/uploads/2018/12/tech-vol2-508.pdf
https://healthsectorcouncil.org/wp-content/uploads/2018/12/tech-vol2-508.pdf
https://healthsectorcouncil.org/wp-content/uploads/2018/12/resources-templates-508.pdf
https://hphcyber.hhs.gov/
https://www.hhs.gov/about/agencies/asa/ocio/hc3/index.html
https://www.ncsc.gov.uk/collection/guidelines-secure-ai-system-development
https://www.hhs.gov/sites/default/files/hph-mobile-device-security-checklist-tlpclear.pdf
https://www.nccoe.nist.gov/healthcare
https://nvlpubs.nist.gov/nistpubs/SpecialPublications/NIST.SP.1800-30.pdf
https://www.hhs.gov/guidance/sites/default/files/hhs-guidance-documents/nist-csf-to-hipaa-security-rule-crosswalk-02-22-2016-final.pdf
https://www.grc.com/haystack.htm
https://www.ftc.gov/system/files/attachments/cybersecurity-small-business/cybersecuirty_sb_factsheets_all.pdf
https://healthsectorcouncil.org/cyberclinicianvideos/

