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 Provide information on the scope and problem of Ransomware

 Discuss Regulatory Requirements and Frameworks related to Ransomware 
Preparedness and Response

 Provide practical steps for preventing, containing, and responding to 
Ransomware attacks
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Overview of Ransomware



Are Clinics a Target?

https://www.forbes.com/sites/mariyayao/2017/04/14/your-electronic-medical-records-can-be-worth-1000-
to-hackers/#571d3ece50cf



Are Clinics a Target?



• Health records will surface as a 'fullz' the slang term on the Dark Web for a complete long-form document containing of all the 
intricacies of a person's health history, preferred pharmacy, financial data and PII data. 

• What happens is the people who purchase those fullz then go to another vendor on the dark web for what's called Dox, the slang 
term for documentation, where they then proceed to have documents made. 

• Passports,
• Drivers' licenses, 
• Social Security cards

• All these things that will help the counterfeit imitation of the victim. So, you have electronic health record that will typically go for 
$20 apiece, and you'll spend a couple hundred dollars on 'doxs' to support that identity, and once it's an identity kit, you can sell it 
for $1,500 to $2,000."

How Information is Used on the Dark Web 

Dark Web Add 



Dark Web Examples 
“Identity Kit”  



The Changing Landscape (Current Webpages)  
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2020 Major Breaches 

Name:Trinity Health
Reported:9/14/2020
Number of individuals affected:3,320,726

Name: Inova Health
Reported:9/09/2020
Number of individuals affected:1,045,270

Name:Magellan Health
Reported:6/12/2020
Number of individuals affected:1,013,956

Name:Dental Care Alliance
Reported:12/08/2020
Number of individuals affected:1,004,304

Name:Luxottica of America
Reported:10/27/2020
Number of individuals affected:829,454

Name:Northern Light Health
Reported:8/03/2020
Number of individuals affected:657,392

Name:Health Share of Oregon
Reported:2/05/2020
Number of individuals affected:654,362

Name:Florida Orthopaedic Institute
Reported:07/01/2020
Number of individuals affected:640,000

Name:Elkhart Emergency Physicians
Reported:05/28/2020
Number of individuals affected:550,000

Maybe we are a Target?

41% of Healthcare 
Organizations 
have reported that they 
experienced a breach
https://www.beazley.com/news/2019/beazley_breach_insights_february_2019.html

https://www.beazley.com/news/2019/beazley_breach_insights_february_2019.html


Threat Entry Points

Phishing
Connected Medical Devices (IoT)
Social Engineering
Misconfigured Servers
Inadvertent Disclosures
Unpatched Systems
Vendors and Business Associates
Facilities and other supporting systems

https://www.techdirt.com/articles/20120306/15452818005/hollywood-hackers-vs-reality.shtml
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Frameworks and Legal Landscape



NIST Cybersecurity Framework



Simple Balanced Scorecard Indicators 
Dashboard 
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• Perform a Business Impact Analysis
• What workflows are critical during an emergency?
• What systems and information are critical to 

supporting those workflows?

• How can you perform those workflows if those 
systems aren’t available? How will information be 
available when and where needed?

• How will you maintain integrity of information as you go 
to paper-based or offline systems?

• How will you maintain security controls during an 
emergency? 

• Consider: Access Control, Encryption, Monitoring, 
Backup/Recovery. Are there areas where you will bypass 
controls? For example: Emergency Authorization for 
access to systems? What compensating controls are in 
place?

Response Planning (RS.RP): Response processes and 
procedures are executed and maintained, to ensure timely 
response to detected events.
Communications (RS.CO): Response activities are 
coordinated with internal and external stakeholders, as 
appropriate, to include external support from law 
enforcement agencies.
Analysis (RS.AN): Analysis is conducted to ensure adequate 
response and support recovery activities.
Mitigation (RS.MI): Activities are performed to prevent 
expansion of an event, mitigate its effects, and eradicate the 
incident.
Improvements (RS.IM): Organizational response       
activities are improved by incorporating lessons learned    
from current and previous detection/response activities.

• When you return to “normal”, how will you reconcile 
production and backup systems?

• Who will make determinations of when to switch 
systems?

• Lessons Learned.

Business Continuity Plan



NIST CSF and Ransomware

Topic Questions
Identify • Are critical assets identified and their susceptibility to 

Ransomware assessed?
Protect • Are critical assets backed up? Are backups logically and 

physically separated from production systems?
• Are critical assets on separate network segments?

Detect • Are systems in place to detect ransomware Indicators 
of Compromise (IOCs) so that it can be contained 
before it launches or spreads?

Respond • If critical assets are locked up, how will the 
organization respond?

• How will the message be communicated externally?
Recover • Have you tested recovery plans for affected systems?
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The HIPAA Security Rule
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Reference & Title Ransomware

§164.308(a): Security Management Process
Take steps to prevent, detect, contain 
and correct Ransomware

§164.308(a)(1)(ii)(A): Security Management 
Process -- Risk Analysis

Ransomware has been identified as a 
Top 5 Threat in healthcare

§164.308(a)(5)(ii)(B): Security Awareness, 
Training, and Tools -- Protection from Malicious 
Software

Train workforce on how to protect 
against Ransomware. This could include 
Phishing Campaigns.

§164.308(a)(6)(i): Security Incident 
Procedures

Implement Procedures for responding 
to Ransomware attacks

§164.308(a)(7)(ii)(A): Contingency Plan – Data 
Backup Plan

Backup data so that the organization 
can recover.

§164.308(a)(7)(ii)(D): Contingency Plan --
Testing and Revision Procedure

Test your plans to ensure you can 
actually recover. Note that modern 
Ransomware will attempt to lock up 
backups before taking the main system 
offline.



Is Ransomware a Breach?
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“Unless the covered entity or business associate 
can demonstrate that there is a “...low probability 
that the PHI has been compromised,” based on the 
factors set forth in the Breach Notification Rule, a 
breach of PHI is presumed to have occurred.”`

https://www.hhs.gov/sites/default/files/RansomwareFactSheet.pdf
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Section 405(d)  of the Cybersecurity Act of 2015

• Health Industry Cybersecurity Practices: Managing Threats and Protecting Patients 
https://www.phe.gov/Preparedness/planning/405d/Pages/hic-practices.aspx

• Cybersecurity Reports and Tools 
https://www.phe.gov/Preparedness/planning/405d/Pages/reportandtools.aspx

https://www.phe.gov/Preparedness/planning/405d/Pages/hic-practices.aspx
https://www.phe.gov/Preparedness/planning/405d/Pages/reportandtools.aspx


Prevention
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Section 405(d)  of the Cybersecurity Act of 2015

• Practices to consider to address 
Ransomware

• Include:
• Patching
• Strong passwords with MFA
• Anti-malware tools
• Separate critical systems from threats
• Asset Inventory
• Tested backup and recover plan with 

offline backups
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CISA Ransomware Guide

• https://www.cisa.gov/stopransomware
• Ransomware prevention and response best 

practices
• Services including FREE Vulnerability Scans 

and Penetration Tests for critical 
infrastructure, including healthcare

• Outlines the role of law enforcement in 
responding to incidents

https://www.cisa.gov/stopransomware
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CISA Ransomware Guide

• https://www.cisa.gov/stopransomware
• Ransomware prevention and response best 

practices
• Services including FREE Vulnerability Scans 

and Penetration Tests for critical 
infrastructure, including healthcare

• Outlines the role of law enforcement in 
responding to incidents

https://www.cisa.gov/stopransomware
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Center for Internet Security (CIS) Ransomware in Healthcare

• https://www.cisecurity.org/blog/ransomware-in-the-healthcare-sector/

• FREE Malicious Domain Blocking and Reporting for U.S. Hospitals

https://www.cisecurity.org/blog/ransomware-in-the-healthcare-sector/
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Awareness

Ransomware

Monitoring

User 
Interface

. 

Perimeter 

• Security incident process
• Awareness emails
• Security web site
• Targeted campaigns
• Monthly newsletters
• Labs and direct training
• Incentives 
• Third Party Training 

(KnowBe4)
. 

Awareness

• Firewall perimeter alerts
• Enable IPS on firewalls
• Operations Center – central 

interface with key systems and 
alerts

• Back-up & Restore process
• 3rd party security monitoring
• Monitor outgoing traffic 

. 

Monitoring

• Lock down desktop settings
• USB drives locked 
• SPAM filters
• Only Application needed for 

business
• Stricter install 
• File and computer inspections

User Interface

• Reduce external connections
• VPN / VDI / MFA 
• 3rd party connections
• SPAM filtering
• DDOS readiness
• Real-time EPP and IDS
. 

Perimeter

Security Measures 



Technical Guidance 

Monitoring
Detection 

Communication/ 
Network  

Access Control   
Emergency 
Management

• Email encryption and 
filtering (Mimecast, 
Barracuda)

• Fax directly to EMR 
system

• Network segmentation 
(Cloud) 

• E3 Microsoft Security
• Third-Party EMR system 

• MFA for all external 
connection that access ePHI 
and critical processes

• Review third party accounts 
to make sure old accounts 
are not active

• Internal account review

• BCP and IRP should have a 
specific plan for Ransomware

• Contact Cyber Insurance 
company first to address 
forensics and chain-of-
custody

• Have a chain-of-custody plan

• Have routine test of backups 
and restoring backups and 
critical operations   

• Implement IDS systems 
• Monitor inbound and 

outbound data
• Virus protection
• Third party network testing 
• Activity monitoring
• File access monitoring
• SOC Monitoring 



Response and Preparedness



HIPAA and Security Incident Response
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Security Incident Procedures - §164.308(a)(6)
“Implement policies and procedures to address security incidents.”

RESPONSE AND REPORTING (R) - §164.308(a)(6)(ii)
“Identify and respond to suspected or known security incidents; 

mitigate, to the extent practicable, harmful effects of security incidents 
that are known to the covered entity; and document security incidents 

and their outcomes.”
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Definition of Security Incident:

“the attempted or successful unauthorized
access, use, disclosure, modification, or destruction of 

information or interference with system
operations in an information system.”

HIPAA and Security Incident Response
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Maintenance

• Test Incident Response Plan through Tabletop Exercises

• Improve based on lessons learned

• Review documentation of security incidents to 
identify improvements

• Update/Review annually

• Test likely scenarios (e.g. Ransomware, Phishing, Theft)

Security Incident Response
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Questions to ask 
yourself?

• How are we documenting security incidents?

• Who are the decision makers? For example, who 
has ultimate authority to shut down critical systems 
such as EMR in order to prevent further infection of 
malware?

• Do all employees know how to recognize a 
security incident, know their obligation to 
report, and know how to report?

• What is our communications plan?          
Internal/External?

Security Incident Response



Security Incident Response

Components of a Security Incident Response Plan

• Business Units/Locations with primary and backup                                   
contact names and numbers

• CIRT Team Members and Responsibilities (RACI Chart)
• Communications and Coordination Plans
• Security Incident Handling Procedures
• Security Incident Notification Plans
• Escalation Procedures
• Chain of Custody Procedures
• Critical Vendor, Service Provider, and Law Enforcement                         

contact information
• Post Incident Activities



Tabletop Exercise



Tabletop Exercise Goals

• Test the effectiveness of incident response and business 
continuity procedures

• Familiarize team members with steps to respond to and recover 
from an incident

• Identify areas of concern for the system’s ability to detect and 
recover from an incident

• Elicit ideas to improve the plan



Tabletop Exercise Instructions

• The test has been designed to be realistic, however there may be 
parts of the exercise that are not realistic. 

• Try to focus on the process and the dialogue and suggest 
improvements during the debriefing session afterward.

• Mistakes will likely be made, and plans will likely be missing key steps. 
Please note these as we go along for improving the plan and discuss 
during the debrief.

• As much as possible, role play and stay in the role during the exercise.

• Direct any questions to the test facilitator(s).



Tabletop Exercise Ground Rules
• There are no right or wrong answers. All ideas are welcome and will 

be captured and acted on as appropriate.
• Maintain a no-fault, stress-free environment. It’s very important that 

today’s discussion is driven by group decision making and problem-
solving, so the environment in this room must remain open, positive 
and encouraging.

• Use the scenario to provide context and spark creative ideas. All ideas 
and thoughts should be based on the information provided by the 
scenario, but this should not limit your thinking.

• Do not limit the discussion to official positions or policies. Don’t be 
afraid to go beyond your title/position as you think about the 
situations that are presented.



Incident Response Scenario – Ransomware Attack

A phishing email was sent to numerous members of the 
medical practice
One person clicked on the link and entered their credentials 

into the attacker’s fake website
Shortly after, the victim’s computer displayed a ransom 

message
The user reported the incident to the IT helpdesk



Incident Response Scenario – Ransomware Attack

• What is the impact to clinical care? Are there downtime procedures?

• How is the incident communicated internally? Externally?

• Can the systems be restored? What if the backups are wiped out?

• How is evidence maintained?

• How to determine whose information was breached?



Assessment

• Was the Incident Response Plan used?
• Who are the decision makers?
• How was the incident communicated internally and externally?
• Who was brought in to help respond?
• How did you determine if a breach occurred?
• Was information maintained for root cause analysis?
• What business considerations were used in making response 

decisions? Financial? Availability of Information?



Incident Response Scenario – Rogue Sys Admin

• System administrator was fired for not 
showing up to work for one week

• IT followed all access termination 
procedures

• The next day, user calls helpdesk to report 
that files have disappeared



Incident Response Scenario – Rogue Sys Admin

• Do you know that ALL accounts were properly terminated?
• Do you have an inventory of all systems and data?
• If the instance is wiped out, can it be recovered?
• Who do you call for help?



Assessment

• What was done differently this time?
• Was the Incident Response Plan used?
• Who are the decision makers?

• How was the incident communicated internally and externally?

• Who was brought in to help respond?

• How did you determine if a breach occurred?

• Was information maintained for root cause analysis?

• What business considerations were used in making response decisions? 
Financial? Patient Care? Availability of Information?



Conclusion

42

• Consider what types of emergencies or incidents are likely to 
occur in your organization and the cybersecurity ramifications

• Have your response plans ready and tested
• Know roles and responsibilities for your organization (Hint: this 

isn’t just an IT problem)
• Know when and how to reach out to experts



References

• NIST CSF – https://www.nist.gov/cyberframework

• HIPAA Security Rule – https://www.hhs.gov/hipaa/for-
professionals/security/index.html

• HICP: Managing Threats and Protecting Patients 
https://www.phe.gov/Preparedness/planning/405d/Pages/hic-
practices.aspx

• CISA Stop Ransomware - https://www.cisa.gov/stopransomware

• CIS Ransomware in Healthcare -
https://www.cisecurity.org/blog/ransomware-in-the-healthcare-
sector/

https://www.nist.gov/cyberframework
https://www.hhs.gov/hipaa/for-professionals/security/index.html
https://www.phe.gov/Preparedness/planning/405d/Pages/hic-practices.aspx
https://www.cisa.gov/stopransomware
https://www.cisecurity.org/blog/ransomware-in-the-healthcare-sector/


Thank You


	Slide Number 1
	Slide Number 2
	Agenda
	Slide Number 4
	Slide Number 5
	Slide Number 6
	Slide Number 7
	Slide Number 8
	Slide Number 9
	Slide Number 10
	Threat Entry Points
	Slide Number 12
	Slide Number 13
	Simple Balanced Scorecard Indicators Dashboard 
	NIST CSF and Ransomware
	The HIPAA Security Rule
	Is Ransomware a Breach?
	Section 405(d)  of the Cybersecurity Act of 2015
	Slide Number 19
	Section 405(d)  of the Cybersecurity Act of 2015
	CISA Ransomware Guide
	CISA Ransomware Guide
	Center for Internet Security (CIS) Ransomware in Healthcare
	Slide Number 24
	Slide Number 25
	Slide Number 26
	HIPAA and Security Incident Response
	Slide Number 28
	Slide Number 29
	Slide Number 30
	Slide Number 31
	Slide Number 32
	Tabletop Exercise Goals�
	Tabletop Exercise Instructions�
	Tabletop Exercise Ground Rules�
	Incident Response Scenario – Ransomware Attack
	Incident Response Scenario – Ransomware Attack
	Assessment
	Incident Response Scenario – Rogue Sys Admin
	Incident Response Scenario – Rogue Sys Admin
	Assessment
	Conclusion
	References
	Slide Number 44

